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1. Gidi thiéu / Intro

Mot sé van dé IT pho bién tai cac doanh nghiép

Quén / bi khéa
mat khau

Khéng gldi/nhan
ducc email

M

Su c6 mang - Internet
chdp chadn / mat két noi

=

May tinh chay cham,
treo may / 16i phan mém

¥

Mat d{ liéu do 16i ngusi
dung /su cé ky thuat

Cai dat/ nang cap
phan mém

IT HELP-DESK - GIAI PHAP CAN THIET

©

Su co v3i cac thiét bi
Nngoail Vi

Phat hién dau hiéu bi
tan cong mang (virus,
mMa doc, email [Ua dao)



Ho tro
Ky thuat

Quanly
yéu cau
(Tickets)

2. IT HELPDESK PRO

IT HELPDESK PRO
Goi IT Help-Desk ca ban

Tai khoan
hgudi dung



Ho tro Ky thuat tu xa va tai cho

Ho trg k¥ thuat linh hoat, bao gém ca tu xa va truc ti€p tai van phong

Khac phuc su co lién

guan dén phan mém,

hé diéu hanh va Ung
dung van phong.

Cai dat va ndng cap
phan mém, Ung
dung theo yéu cau.

Tuy chon cé tinh phi

2.1 Ho trg ky thuat

Cau hinh & hiéu
chinh cac thiét bi

'

mang: router,
switch, firewall

Quan ly
yéu cau
(Tickets)

Tai khoan
ngudi dung



2.1 Ho trg ky thuat

Hinh thuc trién khai

Ho tro tU xa (Remote Support) Ho tro tai cho (On-site Support) Lich trinh ho tro linh hoat

e SU dung cac phan mém truy cap tu xa e CU ky thuat vién dén van phong khach e HO trg khi co phat sinh 24/7
dé xU ly su cé. hang dé xU ly cic su cb6 can can thiép e K&t hap gilla ho trg tu xa va tai cho

e HO trg ngudi dung qua hé thong ticket vat ly hodc c6 do phc tap cao. tUy theo muc d6 uu tién va loai su cé.
ISR e Thuc hién b3o tri dinh ky (theo ké

e Giai quyét cac van dé vé phan mém, hoach ho3c theo yéu cau)

cau hinh hé diéu hanh, dng dung van
phong, email, v.v.

e Cai dat va cdp nhat phan mém theo Tuy chon cé tinh phi
yéu cau, khong can k¥ thuat vién dén

tan Nnai. /



2.2 Quan ly yéu cau

Hé thong quan ly yéu cau
(IPSIP Ticketing System)

Khi c6 su c& c¢an ho tro,
Nngudi dung tao ticket
gui qua hé théng

Moi yéu cau ho tro ducc ghi
nhan tdc thdi qua hé théng
ticket va cé phan hoi / can
thiép dau tién trong 15phut ké
tu khi nhan.

Ho trg
Ky thuat
Quan ly
yéu cau
(Tickets)
Tai khoan
ngudi dung

Moi ticket déu dugc theo dobi tU luc
tao (create ticket) dén khi xu ly xong
(closed ticket), dam bao khéng bi bd
sot va xU ly dung tién do.



2.2 Quan ly yéu cau

Hinh thuc trién khai

Hudng dan dung IPSIP Ticketing System Theo dai va cap nhat trang théi

e Cai dat va cau hinh phan mém quan ly Ticket (IPSIP . H& théng ghi lai toan bd qua trinh xd Iy:
cung cap quyen truy cap vao hé thong Ticket) ‘_ I 3 thai gian ti€p nhan, ngudi xU ly, trao doi

e TUy chinh giao dién, quy trinh va phan loai yéu cau theo
dac thu cua doanh nghiép (HO trg phan mém, phan
cUng, mang, tai khoan ngudsi dung...).

e Thiét 1dp cac muc dd6 uu tién (priority), cap doé ho tro
(level 1, 2...) va ngudi phu trach.

Ky thuat, tinh trang hién tai.

e Trang thai ticket dugc cap nhat ro rang:
Pa tiép nhan » Bang xU ly » Bang chd -
Hoan tat.

Tiép nhan yéu cau da kénh . , j .
e Sau khi su cdé ducc xu ly, ticket sé dugc

dong lai.
e Ngudi dung co6 thé nhan théong bao két
qua va phan hoéi danh gid chat lugng

®
.‘ R 4 Pboéng ticket va danh gia
©

e Ngugi dung cé thé gui yéu cau qua nhiéu kénh: email, 2
hé théng ticket, dién thoai. -
e MOi yéu cau déu dugc tao ma so (ticket ID) rieng dé

theo doi. ,
dich vu.



2.3 Tai khoan ngudi dung
Hinh thdc trien khai

3. Phan quyén truy cap theo vai tro

e Thiét [3p quyén truy cap dd liéu, thu muc, Ung dung... dua
trén nguyén tac "vai tro phu hdp — quyén téi thiéu" (Role-
based Access Control — RBAC).

e PDAam bao ngudi dung chi cd quyén truy cap dung vdi cong

viéc dudc giao, han ché ruiro ro ri d liéu.

4. DBat lai mat khau va ho tré bao mat

e HO tro ngudi dung dat lai mat khau trong truséng hdp
quén, khda tai khoan, hoac theo dinh ky.

e Ap dung chinh sach bdo mat: xac thuc 2 yéu td (2FA),
nhic ddi mat khau dinh ky

5. Luu va kiém soat thay doi

e Moi thay doéi vé tai khoan déu ducc ghi log dé dam bao
tinh minh bach va dé truy xuat khi can diéu tra hoac

kiém tra bao mat.



Ho tro
Ky thuat

Quanly
yéu cau
(Tickets)

Tai khoan
ngudi dung

3. IT HELP-DESK PRO+

GOl CO

IT HELPDESK PRO+
BAN + AN NINH MANG




Ho trg
Ky thuat

Quan ly
yéu cau
(Tickets)

Tai khoan
ngudi dung

3.1 An ninh mang

Tuy chon cé tinh phi

Phong ngUa/Khac phuc tan
cOng qua mang khong day

Quan ly thiét bi di déng




3.1 An ninh mang

Hinh thac trién khai

An ninh mang tong thé
(Cybersecurity Protection)

e Ghi nhan hién trang hé thong (network, thiét bi
dau cudi, Ung dung).

e Trién khai gidi phap bao vé da I8p: tudng IUa
(firewall), chéng ma doc (antivirus/EDR)

e Gidm sat va canh bdo moi de doa theo thdi
gian thuc (néu tich hop vai SOC)

Bao mat Ung dung dam may

@ (Cloud App Security)

e Cau hinh chinh sach bao mat cho email, Drive,
OneDrive, SharePoint, Microsoft 365, Google
Workspace...

e Phat hién va canh bao truy cap trai phép, ro ri d
liéu tU tai khoan ngudi dung.
e Ap dung kiém sodt truy cap co diéu kién

(Conditional Access), bao vé file luu trd trén cloud.

Bao vé thu dién tu

(Email Protection)

e Chong phan mém doéc hai (malware)

e Chéng gid mao ngudi dung / cac cudc tan
cong |Ua dao (phishing)

e Choéng thu rac (spam)

Tuy chon cé tinh phi



3.1 An ninh mang

a Phong chong tan cé6ng qua mang C’B Quan ly thiét bi di dong
khong day (Wi-Fi Security) 5 (Mobile Device Management - MDM)

e Kiém tra bdao mat hé théng Wi-Fi doanh e Cai dat phan mém MDM dé theo dbi va kiem
nghiép: mat khau, bao ve, phan ving mang soat thiét bi di ddng (smartphone, tablet) cla
(guest/private). e Cho phép doanh nghiép:

e Cau hinh canh bao khi coé thiét bi la truy cap - Cai dat Ung dung tu xa.
Vao mang. - Gidl han truy cap theo vung dia ly hoac thdai gian.

e TU van thay doi thiét bi Wi-Fi hoac nang cap - X6a dU liéu tu xa khi mat thiét bi hoac cé nguy ca
cau hinh néu can thiét. ro ri.

Tuy chon cé tinh phi



3.2 Giam sat hé thong

Tuy chon cé tinh phi

Giam sat hé thong

e Theo dbi lién tuc tinh trang hoat déng cua may chu,

K"j‘x’ut‘"{t thiét bi mang va cac dich vu quan trong.
y thua ) )
e Kip thdi phat hién va xJ ly cac su co k¥ thuat, han ché
toi da rdi ro nging hoat dong,.
e Thuc hién sao luu di liéu dinh ky nham bao vé théng
tin quan trong va ho trg khoi phuc khi can.
Quan ly An ninh
(Tickets) '

Tai khoan
ngudi dung



3.2 Giam sat hé thong

Hinh thdc trien khai

bi= ©

Cai dat cong cu giam sat chuyén dung Thiét 1ap canh bao tu dong (Alerts) | Giam sat 24/7 hoac theo khung gic

@

e Trién khai cadc phan mém gidm sat hé thong e Dat ngudng canh bdo (vi du: CPU vuct | Linh hoat theo nhu cau doanh nghiép:

nhu Zabbix, PRTG, Nagios hoac cac giai phap 80%, 6 cling day 90%, dich vu ngung e Gidm sat toan thdi gian (24/7).
SaasS (gilam sat tu xa qua cloud). hoat dong...). e Gidm sat theo gid lam viéc.
e Cau hinh gidm sat theo thdi gian thuc cac e Hé thong sé gui canh bdo qua email, e Gidam sat theo lich trinh cu thé cho
thanh phan nhu: may chu (server), switch, SMS hodac phan mém chat khi cé dau tung hé thong.
router, firewall, hé diéu hanh, dung lugng 6 hiéu bat thudng.

1a, dich vu mang (web, mail, DNS...).

Quan ly va kiém tra ban sao luu * Thiétlap lich sao luu di lieu dinh ky (hang ngay, hang tuan..).

(Backup Monitoring) o Tfleo doi két qgé kjac.:Akup (‘th‘a,nh cc“ing/fhé't ,bai), Phé}.hiAén Ici>,i Kip thai.
e HO tro phuc hoi dU liéu khi cd su cd mat mat hoac |0l hé thong.




So sanh cac goi

SU KHAC BIET GIUA CAC GOI DICH VU

IT HELP-DESK PRO IT HELP-DESK PRO+
1. Khong bao gom giam sat hé thong 24/7 1. Bao gdém giam sat hé thong lién tuc 24/7
2. HO tro ky thuat (24/7) 2. Tich hop kha nang phat hién sm cac rui

. 5 Y A ro tiém an va tan cong man
e Tiep Nnhan, phan hoi, can thiép va xu ly g mang

3¢ suU co IT thud s .o . o 2 re _eas .
cAC S L0 ng gap 3. Trien khai va quan ly giai phap EDR

e Dich vu ho trg dua trén yéu cau phat . . R
' ' T Y ¥ (Endpoint Detection & Response) tu xa

sinh tu phia hgudi dung
Hé thong dudc bao vé toan dién dudi su giam
sat va van hanh bdi déi ngl chuyén gia IPSIP.




Lai ich

IT Helpdesk ho trg doanh nghiép van hanh on dinh
Moi ngay Nnhd vao phan héi nhanh, chuyén moén cao
va kha nang bao vé an ninh mang toan dién.

4. Ldi ich

Ho tro 24/7

Ludn san sang ho trg bat cd luc nao - ké ca ngoai gis —
dé xu ly su co kip thdi, giam thiéu gian doan.

Poi ngll chuyén mon cao

Tiép can doéi ngd ky su IT nhiéu kinh nghiém, cod
ching chi chuyén nganh, gidp chan doan va xu ly su
co hiéu qua.

Tang cudng an ninh mang

Bao vé doanh nghiép khoi virus, email gia mao va
cadc moi de doa tiém an nha gidm sat lién tuc va giai
phap bao mat da I8p (v8i gdi PRO+).



4. Ldi ich

Chi phi cho 1 nhan vién IT in-house mdi thang Chi phi duy tri nhan vién IT néi b6 mdi thdang
Chi phi sétdn(VND)  Ghicho thuong c,:oo, nhung hiéu qua ho tro va bao mat
chua chac toan dién.

Chi phi truc tiép

Ludng 10.000.000

Bao hiém 21.5% (BHYT, BHXH, 2.150.000
BHTN)

Chi phi gian tiép

Chi phi tuyén dung (Gid st nhan 125.000 P3ng tuyén trén VietnamWorks...
vién chi lam 2 ndm) Thi gian (lugng) cia HR dé phong van

P3o tao ban dau & lién tuc cho 125.000 Chinh sach dao tao cla cong ty
nhan vién IT Pao tao phan mém chuyén dung, k¥ ndng mém, w.v.

Mat ndng suat khi chua quen viéc

Thiét bi lam viéc cho nhan vién IT 555.556 Gia sl may tinh tri gia 20 triéu v khau hao trong 3 ndm

(may tinh, ban, v.v.) theo luat ké toan

Phuc Idi khac cia cdng ty (tiéc sinh 1.000.000
nhat, ludng thang 13, du lich, v.v.)

Téng chi phi cdng ty tra cho 1 13.955.556
nhan vién IT




4. Ldi ich

Theo bao cao HDI Support Center Practices & Salary Report (2019, 2021)

Mot nhan vién IT co thé ho tro hiéu qua 30-50 may tinh, tuy theo muc do phuc tap cua hé théng. Trong trudng hop nay,
lay trung binh 1a 1 nhan vién IT quan ly 35 may tinh.

So sanh chi phi gilfa sif dung nhan su IT noi bo va dich vu IT cua IPSIP

S6 lugng may tinh Chi phi méi may tinh néu dung Téng chi phi clia céng Chi phi sif dung dich vu IT cla Khoan tiét kiém clia cdng ty moi
trong cong ty IT ndi bo (VNB/thang) ty moi nam (VND) IPSIP moi nam (VND) nam (VND)

G6i 220.000 Gé6i 345.000
1.395.556 167.466.667 26.400.000 41.400.000
465.185 167.466.667 79.200.000 124.200.000
558.222 334.933.333 132.000.000 207.000.000

418.667 502.400.000 264.000.000 414.000.000




5. Quy trinh trién khai

Quy trinh trién khai

IT HELP-DESK IPSIP

Budc 1: Budc 3:
Tiép nhan & Thu thap thong tin XU ly yéu cau & Duy tri lién tuc
Thu thap thong tin kY thuat ban dau: e XU lyyéu cau
danh sach nhan vién, thiét bi, tai e Duy tridich vu lién tuc
khoan ngudi dung va sG d6 mang e GUi bao cdo dinh ky
(Néu co).

Budc 2: Khdi tao

e Thiét |ap cac két noi tU xa

e HudNg dan s’ dung hé thong ticket
e Chay thd nghiém



Scope of work

Conclusion

Ho trg Ky thuat tu xa &
tai cho

Remote & Onsite
Technical Support

Hé thong quan ly yéu cau
(IPSIP Ticketing System)

Quan ly tai khoan
ngudi dung noi bo
Internal User Account
Management

An ninh mang
CyberSecurity

Khac phuc su c6: phan mém, hé
diéu hanh, tUng dung van phong
(Troubleshoot issues: software,
operating systems, and office apps)

Tiép nhan yéu cau ho trg
(Request/Incident Logging)

Tao madi, diéu chinh thong tin/
vo hiéu héa tai khoan khi can.
(Create, edit, or disable user
accounts as needed)

An ninh mang téong thé
(Cybersecurity Protection)

Cai dat va nang cap phan mém,
Ung dung theo yéu cau

(Install and upgrade software, apps
as needed)

Phan loai & Uu tién héa yéu cau
(Categorization & Prioritization)

Phan quyén truy cap ngudi dung
(User Access Control)

Bao mat i'ng dung dam may
(Cloud App Security)

Thuc hién bao tri dinh ky theo
yéu cau

(Perform periodic maintenance
on demand)

Gan va xu ly yéu cau
(Assignment & Resolution)

Ho trg dat lai mat khau & bao
mat tai khoan.

(Assist with password resets &
account security requirements)

Bao vé thu dién tu
(Secure Mail Protection)



Service Level Commitments (SLA)

Business Size

Ghi nhan su c6 ban dau
Issue acknowledgment

Ho tro tu xa
Remote troubleshooting

CU nhan su dén tan noi
Onsite technician arrival

Hoan tat xu ly su cé
Full issue resolution

Khung gid lam viéc
Support availability

S6 luot ho trg theo yéu cau
Unlimited support requests

Conclusion

... Users

10 phut
Within 10 minutes of notification

15 phut
15 minutes

Trong vong 1gid
Within an 1 hour

Trong vong 4 gid
Within 4 hours

HO trg 24/7
24/7 coverage

Khdéng gidi han
No cap on the number of tickets

Users include: PCs/Laptops, ...

Ap dung trong gid hanh chinh
During business hours only

Ap dung ca vao cudi tuan va ngay |é
Including weekends and holidays



sales-vn@ipsip.eu
(+84) 918 853 068
psip.eu

S6 SHO5.01 budng B4 - Khu Saritown,
Phudng An Lgi Bong, TP. Thu Buc, TP. HCM

=)
®©)




Thank you!



